
RANSOMWARE: WHAT TO DO

The �rst 24 hours after a

ransomware attack
Calm, in this order. Keep this page on paper, because your systems may be

down.

First minutes Isolate

Disconnect a�ected devices from the network and Wi-Fi.

Don’t switch them o� or wipe them.

First hour Call for help

Your IT provider, and your insurer’s incident line if you

have cyber cover.

First hour Stop the spread

Reset passwords from a clean device, disable a�ected

accounts, and check your backups are safe and

disconnected.

First hours Switch to your plan

The person in charge decides. Tell sta� what to do, and

keep client �les o� personal email and USB sticks.

Same day Work out what’s a�ected

If personal data was encrypted or stolen, it’s a data

breach, and the 72-hour reporting clock has started.

Within 24 hours Report it

To Report Fraud. Don’t pay or contact the criminals

without advice from your IT provider and insurer.

Then Restore, in priority order

From clean backups, once the way in has been found and

closed.

Law enforcement doesn’t encourage paying ransoms, and paying

can be unlawful.
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