UK GDPR: PERSONAL DATA BREACHES

Data breach: your 72 hours

The clock starts when you become aware of the breach.

C Straight away ) Contain it

Recall or ask for the deletion of a misdirected email,
reset passwords, disconnect an affected device.

C Same day ) Find out what happened

Which data, whose, how many people, and whether it’s
lost, seen, changed or locked by ransomware.

C Assess the risk ) Could it harm people?

Think identity fraud, financial loss, distress or
discrimination. The regulator’s self-assessment tool
helps.

Cwathin 72 hours) Report it if there's a risk

Use the ICO’s online form (the ICO is formally the
Information Commission). Report early, and update later
if you need to.

le the risk is high) Tell the people affected

Directly and without undue delay, in plain language, with
what they should do.

C Always ) Log it

Record every breach, reported or not: what happened, its
effects and what you did.

<> Not sure whether to report? Ask yourself whether anyone could be
harmed, and write down why you decided.
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